Exchange Online Protection (EOP) Best
Practices and Recommendations

Yes. | said it.

Someone needed to put a line in the sand and today, that personlisima. goi ng t o say
some best practices.

But of course, your mileage may vary, depending on your type of organization (users at a local
bank or city government will have different threats presented to them than an engineering firm
with international customers, for exampl@)hough | work for Micosoft, thesenay not

necessariyo e Mi cr os of t dHavingpmigrated lpundeedstof thowsands of mailboxes

to the cloud for hundreds of customers over the last 7 years, though, | feel moderately confident
that not all of our support engineers Wbtake umbrage with themNhich, if you know support
engineers, says a lot.

While thereis no onesizefits-all prescriptive guidance from e+id-end, there are still a number
of settings and configurations that every organization can use to improvsdtwiity postufie
and all of the settings merit at leémbkingat to see if they would be of benefit to your
organization.

| 6ve al so made this available as a PDF, if yo
insomnia.https://www.undocumentddatures.com/wsgontent/uploads/2019/08/EGRest
PracticesandRecommendations.pdf
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Introduction

Exchange Online Protection (EOP) is the standard signaased antivirus and antimalware
engine that comes with an Office 365 subscriptithns also available asstandalone service for
customers who are have deployedpsamises mail solutionsAdvanced Threat Protection
(ATP), a behavicbased heuristic threat protection service, can be added as an integrated or
purchased as a standalone service as well.

Background

Before we get into the details on how best to configure Exchange Online Protection and
recommendations, | think it would be beneficial to discuss how email works under the hood.
The defining protocol for electronic mail communication is$imaple Mail Transfer Protocpl

or SMTP. Originally released as an internet standard in 1B&Z; 821described the
mechanisms that would reshape communication as we know it. Like all protocols and
specifications, the technical details and capabilities of SMTP continue to be expanded and
refined. RFC 821 has had features both deprecated and added, and has continuee forevol
nearly 30 years.

SMTP is the digital evolution of something familiar to us: postal n&TP nomenclature

features a lot of words that originate in our traditional vernacular, sutlaifisox,gateway,

envelope, sender, recipient, and address.Mwor y | mpor t ant ones that we
later, when it comes to email validation, authentication, and the handling of bulk, spam, spoof,

and phishing emails, are the Sender and Recipient Headers.

Using postal mail as an example, imagine you aneliag a letter.When you create this letter,
youoll undoubtedly address it to someone (for
youdre going to sign iThese are fhe RFC 6322bRCBTy(reapient)f a n
and FROM (duh) fields.

Then, youbre going to take that | etter, fold
outside of the envelope, you address it to AT
address in the uppézft hand corner of the envelop&hen,rethinking how you handle

di sappointment, you decide you dondt want to
dondét want to actual |l y &reab\Malley.Yousrasalyourreterm t er ma
address and write in the address of your moth

should the need aris@hese are the RFC 5321 RCPTTO (recipient) and MAILFROM fields.

Just as you can put afRyom addres on the envelope, the same applies to SMTHs is where
some sort of authentication and validation becomes extraordinarily important.
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Some of the interchangeable terms you might hear:

Field or Header Common Names RFC
FROM P2 Sender 5322
RCPT P2 Recipient 5322
MAILFROM P1 Sender, ReturRath, Envelope Senc5321
RCPTTO P1 Recipient, Envelope Recipient 5321

If you really want to dig in and learn more about SMTP structure and workings, head over to the
IETF and look up RF@822 as well as the updates to it and related documents, s6822s
5335 and5336 and6531

On to the good stuff!

Mail Hosting Scenarios

Office 365 and Exchange Online support three core email hosting scenarios: fully hosted,
standalone, and hybrid.

1 Fully hostedi All mailboxes are hosted in Exchange Online

{ Standalonei All mailboxes are hosted guemises (Exchange or otherwise) or another
external hosting service

1 Hybrid i Some mailboxes are hosted in Exchange Online and others are haested on
premises

In whatever situation you find yourself, the configuration recommendadi@ngoing to point to
using Exchange Online Protection as your prim
most benefit from the service that way.

Domains

Exchange Online uses domains, like contoso.com, to route email messages and manage
messagig options. Most customers choose to use their own domains with Exchange Online and
Office 365. While the overall ownership and settings for the domains are managed with a
domain registrar or DNS hosting provider, they need to be added to Office 3&& gwethare
available for use in the service.

When you add a domain for wuse in Office 365,
typically done by inserting a record into you
use in Office365, it gets added to Exchange Online as an accepted doftiepted domains

in Exchange Online, much like Exchange Server, are used to determine which domains you have
the authority to answer and accept mail for.
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Exchange Online and Exchange Online &ctbn also have the conceptremote domains.

These are domains external to your Office 365 or Exchange Online Protection environment, but

for which you want to manage some settingsr example, you may want to disable-of#
office messages, disablen-delivery reports, or manage the message format settings for a
particular domain.

Add Your Domains to Office 365

1. Go to the admin center hattps://admin.microsoft.com

2. Go to theSetup | Domaingpage.

3. SelectAdd domain.

4. Enter the name of the domain you want to add, then Slek.

5. Choose a method for how you want to verify that you own the domain.

6. Choose how you want to make the DNS changes required for Office to use your domain.

7.1 f

1. If your domain is registered and DNS hosted at GoDaddy, 1&1, or one of our
othersupported registraryou can choose to allow Office 365 to configure the
records automaticallyClick Sign in | Next, provide your registrar credentials,
and Office 365 will set up your records automatically.

2. You can also have an email senttie registered administrative contact for the
domain with a verification code. Thi
have access to the email account listed at the registyayu have access to the
registrar, you can update the WHOIS infotioa, and then come back and try
that option after the WHOIS database gets update.

3. You can use a TXT or MX record to verify your domain. Most organizations
select this option, and then use the TXT record method to verify ownership, as
they are less intrugg. Select this option, and then and clNkxt to see
instructions for how to add this DNS recorthis can take up to 30 minutes to
verify, so it might be a good time to run to the cafeteria for a donut or some kale
chips. Just kidding.No one eatsdle chips as a first choice.

1. SelectAdd the DNS records for meif you want Office to configure your DNS
(See outist of supported registrargour domain must be registered AND have its
DNS hosted therelf your domain is registered at one of these registrars but you

hostyourowrDNS, youodl | have to choose the

records yourself).
.Selectl 61 | add the DNS records myself

wiN

all the records that you need to add to your regssirebsite to set up your
domain. You may not need to configure all of the records for all the domains
initially (such as Autodiscover, At f
this point, the only thing that yaweedto do is add the TXT recotd prove you
own the domain.

. If you chose to add DNS records yourself ,chdxtand youdl | see

P

op

you

youdbve added the records manually, you
Verify button. You can safely cliclSkip this step and then come back &etup |
Domainsto verify domains later.

All done! For more infomation on Domains in Office 365, sBemains
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Directory-based Edge Blocking

When you add a domain to Office 366,06 s aut omati cally added as an
Exchange OnlineWhen it s added, HAutheritative meaningthatifgae 1 s S ¢
entry doesnot exist in the Gl obal Address Lis

folder,orother e ci pi ent ), t Mhe 6ALibeconmitieeauthdritative ksi oall the
addresses available in the domain.

Directory-based Edge Blocking (DBEB, since we have an acronym for literally everything) takes

this concept and applies it to the inbdwedge with Exchange Online Protectidhuses the

Global Address List as an perimeter filtdrhere are times, though, when this behavior may not

be desirablieespecially if you have a hybrid Exchange environment or other connected mail
environmentswhee al | of your protected recipients ar
Exchange Onl iFortdsstimés, yoentay reeedyo.disable DBEB.

Disable or enable DBEB

Depending on if your recipients exist in Exchange Online, you may nesthbde or disable
DBEB.

1. Navigate tohttps://admin.microsoft.conexpand Admin Centers, and selEgthange
2. Go toMail flow | Accepted domains
3. Select the domain and cliédit.
4. Select the domain type.
1. Set tolnternal relay to disable DBEB.
2. Set toAuthoritative to enable DBEB.
5. Click Save.

For more information on Directotlyased Edge Blocking, sékse Directory-based Edge
Blocking to reject messages sent to invalid recipients

Recommendations

1. We recommend adding and verifying all of the domains that you will use for email or
signin identity to Office 365

2. Once a domain is verified in Office 365 and added as an accepted domain in Exchange
Online, it is automatically configured for Directebased Edge BlockingTo take
advantage of edge filtering, ensure all recipients are configured in Exchange Odline an
enable DBEB.

3. If you work with partner organizations that use messaging systems that support limited
content formats or donodot want to dedf-i ver c
office replies or nofdelivery reports), consider setting up aniReée Domain.For more
information on remote domains, ddanage remote domains in Exchange Online
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DNS

Four DNS records carol how external entities see and interact with your organization: MX,
SPF, DKIM, and DMARC.l f youdre new to DNS, | 6d recommen
up on ouDNS basiccheat sheet, and then come back here. It will make your life better.

Office 365 has builtnantts poof i ng (pretending to be someone
to detect legitimate cases of spoofing while protecting your email environment from the

illegitimate ones.In the world of postal mail, you could equate spoofing to writing someone

el sebs address in the return address spot on
woul d believe that the nf akspobwasthemadialrsengeo.u pu't
Spoofing can sometimes be seen as a way to try to add credibility or legitimacy to mail.

The DNS records wedre going to discuss, in re
have to do with protectingecipients fromemails purporting to be from you.

Mail Exchanger, Sender Policy Framework, DomainKeys Identified Mail, and DMARC are
those piecesThese are there stories.

https://www.undocumentefiéatures.com/wqgontent/uploads/2019/08/LO.mp3

MX Record

A Mail Exchanger (MX) record is a DNS resource record designed to tell mail relay servers
where to send email, similar to a postal addréssMX record has three pies of information:

a hostname (the address), a priority or weight, and atorhiee (how long the record is allowed
to be cached by a system).

A stroll down memory | ane &

In the dark ages of the Internet (November 1983, to be more precise), there were

three records and a query type that defined how mail would flow and be delivered:

themail destinationMD) record,mail forwarder(MF) record, ananail

agent(MAILA) query. These were specified by the (now obsol&EL 833

There were several record and query types specified inthisREC. 73 pages, it o
|l engthy read for not much info, but thatos

The MAILA query type was designed teturn the mail records for a domaammail
destination (the eventual mailbox server) as well as mail relays (or mail forwarders)
that could be expected to receive or queue mail for the recipient.

The nitty gritty comes down to this:
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Let 6s s ay ishdtoa@aordosd.cpnh sending message transfer agent

(MTA) would perform a MAILA DNS query (like, NSLOOKURQTYPE=MAILA
-QNAME=contoso.cond on 6t try this, the record query
return something like this:

contoso.com MD IN mailh&t.contoso.com
contoso.com MF IN relay.contoso.com

The interpretation is thisnailhost.contoso.comould be the best bet to deliver the
mail , as i1itodos | i gedapabntosacomohdeacchkpDitande cor d, bu't
forward it on.

These records were degated in 1986 in favor of the simpler MX record,

introduced inRREC 973. The MX Record is simply a hostname of a recipient that

can accept mail on a domai neightdndd al f combi n
time-to-live (expiration). The mail host designated in the MX record will either:

TAccept the mail on the domainds behal f a
along the way or deliver it directly to the mailbox (if it is responsible for
handing the actual mailbox)

1 Reject the mail permanently (permission denied, mailbox full, etc)

1 Reject or delay the mail temporarily (such as greylisting or unresponsive
destination server)

A domain can have multiple MX records for Iekdlancing, backup, andstribution. For
example, if a domain has a single MX record, regardless of the weight or priority, all traffic will
get sent to that host:

Domain:fabrikam.com
Hostnamemail.fabrikam.com
Priority: O

TTL: 1 hour

This record would indicate that the hostreemmail.fabrikam.conwould be solely responsible for
receiving traffic on behalf of fabrikam.conWhen you introduce the concepts of multiple MX
records and weight or priority, all equalieighted records are returned in a rowakdin fashion

(one per quey), and then if the queried record does not respond, the sending mail server fails to
the next lowest in priority.

MX Configuration and EOP Functionality

In regards to mail flow, if you are using Exchange Online Protection as part of your spam
filtering solution, we recommend that EOP is on the edge, receiving email for your organization.
This means setting your MX record to the settings recommended in the Office 365 Admin Center
(typically, domaircom.mail.protection.outlook.cgmThere are aumber of reasons we

recommend this.
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IP Reputation

Many of Exchange Online ProtectionAssailsspam pol
processed on the internet (by us and other providers), information regarding spam and phishing
messages is gahed and aggregated into a number of databases (both public and private). These
databases contain addresses of systems known or likely to send3gpending on the

literature you read, these databases and services might be refer2oit@ia Name System

Block Lists (DNSBL) RealTime Block Lists (RBL), black lists, or black hole lists. Those (and

other ominous terms) typically indicate some sort of automated or curated lists of known and
suspected spammers or junk mail senders.

I f EOP is the second or third hop efemiges anot h
or hosted somewhere else), we are making blacklist determinations based on the IP address of

the MTA handing off to E®, and not the original sende¥ou are reducing the efficacy of

EOP, and will instead need to rely on the IP reputatiased filtering settings on the edge MTA

or third-party service acting as the first hop.

IP Throttling

Way back in 2014, we introded IP throttling into Exchange Online Protectiddur IP

throttling is a form ofyreylisting a reputatiorbased function designed to delay messages from
systems for whi ch dtidngatte undesstarddtftheyare legitimate onnoto r m
When EOP receives a message from an unknown originating MTA, it issuedevdbtatus
response451 5.7.508699 (ASxxx) Please try again lateinstructing the sending server to try
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againlater. Most legitimate systems will retry according to their queue settings; many spam
type systems wonot retry and will just move o

If EOPisnott he MX reci pient for your domaisn, I P thr
designed, as they will be receiving mail from either youpmmises (trusted) environment or
thrdparty (al so presumably trusted) environment

DNS Record Checks

Exchange Online Protection also makes use of various DRchanisms later described (SPF,

DKIM, DMARC) to determine the legitimacy of emailf an onpremises or thirghbarty system

modifies the message in transit before EOP has a chance to verify those records, the results may
end up being invalid.

IP Allow and Block Lists

Like other mail filtering systems, Exchange Online Protection provides mechanisms to block or
allow traffic from certain IP addresseshese policies do not work if your MX record is pointing

to an onpremises or thirgbarty gateway in franof or instead of EOPFor maximum

functionality of IP allow and block lists, EOP should be configured as your MX Rikerwise,

you will need to configure IP allow and block lists in the external syst&oge: If you have
Exchange Transport RuleETRs) or spam rules that also rely on IP addresses or PTR lookups,
they may not work correctly if Exchange Online Protection is not configured to be your MX host

Recommendations

As youbdbve seen, Exchange On lbasaddeatBeewhitheeguiré on ma
it to be configured as the receiving MX host for your organizativhile it is possibleto use

ot her services in front of Exchange Online Pr

be reducing the efficacy of the solutioAs such, we recommend that you configure EOP as
your primary filtering solution.

1. Use Exchange Online Protection as your primary filtering solution by updating your
external DNS MX record to point to the value specified in your Office 365 Admin Center
(typicdly domaintld.mail.protection.outlook.com

2.Dondét use b-priorkydMX records thabpwist to thirgarty or orpremises
mail systems.Spammers and bulk mail senders typically look for lepmority MX
records in an effort to bypass primaryeiing systems, since the configurations are likely
not the same.

3. For hybird Exchange deployments, update your MX record to point to Exchange Online
Protection. The TLS inbound and outbound connectors between yopramises
environment will allow maito be transferred to mailboxes hosted botbloud and on
premises.

For further information on configuring mail flow for Office 365, $éail flow best practices for
Exchange Online and Office 365
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Sender Policy Framework (SPF)

The Sender Policy Framework authentication mechanism has its roots way back in 2000. It
underwent a few proposals, but eventually emerged as a draft in 200&earsdme hemming

and hawing, made its way Experimental IETFstatus in 2005, and then published as an
ExperimentaRFC 4408 I n 2014, SPFO6s st andRrapagedwas f urt her
Standad as part oREC 7208

Our detailed documentation for setting up SPFis loda¢eel b u't I 61 1 consolidat
simplify it for you below.

SPF is configured via a TXT record in your or
You can think of an SPF record as a list of hosts (namesgiesseks, or names and IP addresses

|l i sted inside another SPF record) that are al

An SPF record has 2 parts: tersioninformation and thenechanisms(of which there are 8).

We 61 | use Microsoft 6 Jak&adHdok atiebelow d as an exampl
"v=gpfl include:_spf - a.microsoft.com
include:_spf - b.microsoft.com include:_spf - c.microsoft.com include:_spf - SsQ -

a.microsoft.com

include:spf - a.hotmail.com ip4:147.243.128.24 ip4:147.243.128.26
ip4:147.243.1.153

ip4:147.243.1.47 ip4:147.243.1.48 -all"

In the exampley=spflis the version idatifier information, and the rest of the record are the
mechanisms. Valid mechanisms are:

ALL Matches always; used for a default result likee for all IPs not matched by prior
mechanisms.

A If the domain name has an address record (A or AAAA) thabearsolved to the
sender 6s address, it wild/l mat c h.

IP4 If the sender is in a giveiPv4 address range, match.

IP6 If the sender is in a giveiPv6 address range, match.

MX If the domain name has &X recordr esol vi ng to the se
(i .e. the mail comes frobsereerse of tF

PTR If the domain nameRTRrecoryd f or t he <clientds adc

that domain name r es dowardnfitmed rdavdrse DN
match. This mechanism is discouraged and should be avoided, if possible, pe
note inREC 7208 Section5.5T he name of the sectio
use), 0 so that gives you an idea of

EXISTS If the given domain name resolves to any addresgmfiab matter the address it
resolves to). This is rarely used. Along with the SPF macro language it offers 1
complex matches likBNSBL-queries.

INCLUDERef erences the policy of another dc
mechanism passes. However, if the included policy fails, processing continues
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fully del egate t o aedoettéxensiondhushibeiused. s

In addition tomechanismghere are also 4 qualifiers:

1 + (plus) for a PASS result. This can be omitted; ergxis the same aax

1 2 (question mark) for a NEUTRAL result; interpreted like NONE (no policy).

1 ~ (tilde) for SOFTFAIL, a debugging aid between NEUTRAL andLlEA ypically,
messages that return a SOFTFAIL are accepted but tagged.

1 - (minus) for FAIL; the mail should be rejected.

So, when examining the Microsoft reWWeusd, youbod
INCLUDE to designate which additional SPFe c or ds we 6d | i ke IRP4tor s t o r
match individual host IP addresses or ranges of IPs that may not have a DNS record specified,

and we use thALL mechanism with thé (minus) qualifier to instruct recipient systems on how
interpretsender ¢l ai ming to send on behalf of microso
| NCLUDE and | P4 statements are authoritative,

Frequently, when organizations first start configuring SPF records, they may be unsure of all of
thehosts that are sending mail on their behalf, so they may choose to usgudidier with

the ALL mechanism, which would instruct the receiving host to check for SPF, but not reject it

i f it do Sane spam fitaaing gdteways do have optiomsHRFC, mind you) to treat

~ as-. Once you are certain that you have accounted for all your hosts, we recommend you
implement theALL mechanism with thé qualifier.

When you are looking at email headers, SPF records are validating therRElope header
(the address specified when the SMWIRIL FROM command is used, p&FEC 5321). From
the header 6s perBgumeéath. ve, this i s seen as

Recommendations

1. Verify all of the hats (IP address, hostnames, tipedty services, web servers, etc.) that
are sending mail on your behalf.

2. Implement an SPF record that includes those hosts, as well as the recommended
Exchange Online Protection SPF record inclusinalde:spf.protection.outlook.com).

3. Use theALL mechanism with theé qualifier. DO NOT USE THE+ qualifier with ALL ,
as that is effectively treating all senders as authorized for your dosegiausly, why
even HAVE an SPF record at that pginkf you use thet qualifier, you lose
automatically. Do not pass GO. Do not collect $200.

4. Do not implement more than one SPF TXT recordis is strictly against the RFC, as
stated inSection 3

The SPF record is expressed as a single string of text found in the RDATA
of a single DNS TXT resource record; multiple SPF records are not
permitted for the same owner name.

For more information, sddow Office 365 uses Sender Policy Framework (SPF) to prevent
spoofing



https://tools.ietf.org/html/rfc5321
https://tools.ietf.org/html/rfc7208#section-3
https://docs.microsoft.com/en-us/office365/SecurityCompliance/how-office-365-uses-spf-to-prevent-spoofing
https://docs.microsoft.com/en-us/office365/SecurityCompliance/how-office-365-uses-spf-to-prevent-spoofing

DomainKeys ldentified Mail (DKIM)

DomainKeys Identified Mail (DKIMI) is another authentication mechardgsigned to detect
spoofing, a technique commonly used in phishing and spam messages make the recipient believe
the sender is someone different than they actually are.

DKIM is a form ofpublic key cryptography

Public key cryptography is a mechanism built from two keysuaic key, which is widely

distributed and known) andpaivate key (which only the sender/content creator has access to).

The content creataigns(or aeates a crytographic hash) of selected content withgheate

key. A reci pient or viewer of publiclkey, applyittosthet can ac
signed or hashed content, and decrypt it and verify its content and sBices. kind of like a

fingerprint or oldtimey wax seain that way it providesnonrepudiation meaning that only the

person ith this particular private key can generate a hash that can be decoded by this public

key.

With DKIM, a sender (usually the senderds ema
user) affixes a cryptographic signature of selected hashed confeiti®in the header of an

email message (for example, the From or Body parts may be hashed). This signature, as with all
public key cryptography, i s Theracpieradysted iswahlet h t h
to look up that value againsttpeu bl i ¢ key denoted in the domain
This ensures that the system sending the mail was indeed cryptographically configured to send it,

as a form of nomepudiation (as in, you can prove that an email originated from a given domain

and sending infrastructure).

DKIM supports multiple keys through the implementation of a tag mechanism cakgdelctor

This allows for generating a specific selectorApeyr match for different sending systenizor
example, you may configure your énbhal system to usselectorl/keypair A, and you may

have a thireparty mailing list service that is configured to gséector2/keypair B. In so doing,

you are able to verify which system originated a message, and, should a key get compromised,
be ableto replace that key without affecting other keys in operation.

The values the sender system has chosen to sign influences how further processing of the
message could affect the DKIM signatuféor example, if the body of the message was hashed
and a relaywg MTA appends something likecanned with XRay Vision at the end of the

message, the cryptographic hash for the body has changed, and when the recipient checks the
DKIM signature, the message will fail validation.

The DKIM signature tells ughatfields or properties were used in computing the hake
valid tags are:

1 v, version
1 a, signing algorithm
1 d, domain
1 s, selector


https://en.wikipedia.org/wiki/Public-key_cryptography
https://en.wikipedia.org/wiki/Seal_(emblem)
https://en.wikipedia.org/wiki/Non-repudiation

1 c, canonicalizatioralgorithm(s) for header and body
1 q, default query method

1 t, signature timestamp

1 X, expire time

1 h, header field$ list of those that have been signed
1 bh, body hash

1 b, signature of headers and body

Here is a sample DKIM signature | received:

DKIM- Signature: v=1; a=rsa - sha256; c=relaxed/relaxed; d=gmail.com;
$=20161025;
h=subject:to:references:from:message - id:date:user - agent:mime - version
iin -reply -to:conte nt-language:content - transfer - encoding;

bh=7vkAPfWWmvsnxoy+A2hIBINnRCGgVb82S4PPbht4k1jk=;
b=BSujkHHL57sLIznAONfJjzNVOWDg/y1F8+cxCP8dplGEgSJOJGOttfkKdWBtUK3KRQ
WAUXtTDfmb8vEeVEKikmehO6wb9cQsq97IBN5h+M3rcWctMOINBONEgIOMs7kutYXcpn
VbhRbOKS8jINIr'WuV6eyVuiMM5Y T2eVegAXzmaYklzgPwc3mb2z8Xtbzy2/gaGQl/clzN
bEYo0otv00ISVh9at58YMiQiZJ36611gxX60Lfqz50M/5r/[QDthPFVDWFId493sBz439
9j9/0i2hHIUtvLwIxuliiuUTwwJIBsAbB7Xa7tmWpapruia+/d17T1zytSnPXtbB3NA2p
bSAw==

Examining the sample DKIM signature | received, we can see llbeviiog:

Ta Value/Function

Version: 1

Algorithm: RSASHA256

Canonicalization: relaxed (header), relaxed (body)
Domain: gmail.com

Selector: s20161025

Header fields: subject, to, references, from, mesghghate, useagentmime-version, in
reply-to, conterlanguage, and contetransferencoding

bh Body hash: 7vkAPfWWmvsnxoy+A2hIBJnRCGgVb82S4PPbht4k1jk=

b Body and header signature:
BSujkHHL57sLIznAONfJjzZNVOWDg/y1F8+cxCP8dplGEqSJOJGOttfkKdWBtUK3KR
WAUXtTDfmb8vEeVEKikmehO6wb9cQsg97IBN5h+M3rcWctMOINS8ONEgIOMs7kutY
pn
VbhRbOKS8jINIr'WuV6eyVuiMM5YT2eVegAXzmaYklzgPwc3mb2z8Xthzy2/gaGQl/cl
bEYo00tv00ISVh9at58YMiQiZJ36611gxX60Lfgz50M/5r/jQIRIFVDWFId493sBz439
9j9/0i2hHIUtvLwIxuliiuUTwwJIBsAbB7Xa7tmWpapruia+/d17T1zytSnPXtbB3NA2p
bSAw==

o0 o o0 9 < @

When the destination MTA receives the message with a signature, it knows it needs to look up
the selectoR0161025or the domairgmail.com The selector DNS p®rd structure is part of

the RFC, so the receiving MTA will look up the text reca@d 61025. domainkey.gmail.com

for which the value is:


https://en.wikipedia.org/wiki/Canonicalization

"k=rsa; p=MIIBIJANBgkghkiGOWOBAQEFAAOCAQ8SAMIIBCgKCAQEAVIPGBk4ZB64UfSqWy
AicdR7lodhytae+EYRQVtKDhM+1mX|EqRtP/pDT3sBha zkmA48n2k5NJUYMEoO8nc2r6sUA
+/Dom5jRBZp6gDKJIOWjI5R/OpHamIRG+YRJIQQRtgEgSIIWG7h7efGYWmh4URhFM9k9+rmG/
CwCgwx7Et+c80MIngaLl04/bPmfpjdEyLWyNimk761CX6KymzYiRDNz1MOJOJ70zFaS4PFb
VLnOM5mfOHVNtBpPWWuUCNvaFVlUYxEyblbB6h/oWOPGbzoSgtRA47SHV53SwZjlsVpbg4L
XUWOIIXAEWYz&SgZ4n5Q8X8TndowsDUzoccPFGhdwIDAQAB"

This DKIM record has two tags:

Tag Value/Function

k Type of algorithm used in public key (RSA, in this example)

(key

type)

p MIIBIJANBgkghkiGOWOBAQEFAAOCAQ8AMIIBCgKCAQEAVIPGBk4ZB64UfSqWy

(publi AicdR7lodhy

¢ key)tae+EYRQVtKDhM+1mXjEqRtP/pDT3sBhazkmA48n2k5NJUYMEoO8nc2r6sUA+/|
m5jRBZ
p6gDKJIOWjJ5R/OpHamIRG+YRJIQQRtqEgSIJIWG7h7efGYWmMh4URhFM9k9+rmC
Cowx7Et
+c80MIngaLl04/bPmfpjdEyLWyYNimk761CX6KymzRDNz1MOJOJ70zFaS4PFbV1
Om5mf
OHVNtBpPWWuCNvaFVflUYXEyblbB6h/oWOPGbzoSgtRA47SHV53SwZjIsVpbg4!
UWO9IXA
EwYzGcSgZ4n5Q8X8TndowsDUzoccPFGhdwIDAQAB

Note: The actual string for gmail . comds
2048bit key. | concatenated it here for readability.

There are a few more tags available, though not all of them are widely TisedKIM selector
record is formatted much like the authentication signatith key-value pairs:

Tag Value

v Version. OPTIONAL, RECOMMENIED. The version of the DKIM record. The default
DKIM1. The verifiers perform a string comparison on this value, so DKIM1 is not the
as DKIM1.0. DKIM1 is currently the only valid value, but as the standard evolves, ne
and formats may be intraded.

g Granul arity. OPTI ONAL. The default val
match the signing address and further restrict the usage of the signing key.

h  Acceptable Hash Algorithms. OPTIONAL. This field, if present, should contain a-colc
separated list of algorithms that might be used. Signers AND verifiers MUST suppor
sha256 Verifiers MUST support thehalalgorithm as well.

k Key Type. OPTIONAL. The efault value is RSA. This field, if present, indicates the ty

ofDERencoded public key exists in the i
the Arsaodo type.

n Notes. OPTIONAL. Plaistext, humarreadable notes. No verifier should use this field
meant for administrators.

publ i



p Publickey data. REQUIRED. This value must be base64 encoded. A blank or empty
means the key has been revoked.

s Service Type. OPTI ONAL. The default v
email, though it could be expanded should DKIM be used for other services in the fu

t Flags. OPTIONAL. The default is for no flags to be set. Valid flags inchugdich
indicates the domain is testing DKIM (verifiers MUST NOT treat messages flagged
testing differently from unsigned mail, even if the signature fails to verifysantlich
indicates a DKIM signatur e he adameddnaired
therighnthand si de of the @ value in the #fi

Exchange Online establishes two keys for every customer and signs all outbound mail using
these keys by default. To ensure alignment, it is recommend that the appiopisaentries be
created for each custom domain.

Recommendations

The following configurations and steps will allow you to enable DKIM signing for each custom
domain in your tenantWe recommend that you configure DKIM for every domain in your
organization.Si nce t he DKI M keys ar e conifiteldoamaied and
namespace (tenant.onmicrosoft. cywumDNStopanu 61 | be
to the records imur DNS

Enable DKIM for each custom domain in your terant

1. Connect to Exchange Online PowerShell.



2. Show the domains verified in the tenant and their DKIM configuration status:
Get-DkimSigningConfig

LN Windows PowerShell
PS C:\> Get-DkimSigningConfig

o365ninja.mail.onmicrosoft.com False
0365ninja.com False

o365ninja.onmicrosoft.com True

PS C:\>

3.For one of your custom domains (in my e
0365ninja.com), run:
Get-DkimSigningConfig -DomainName 0365ninja.com | Select
Domain,Selector*



LN Windows PowerShell
PS C:\> Get-DkimSigningConfig 0365ninj

Domain : 0365ninja.com

SelectorlKeySize : 1024

SelectorlCNAME : selectorl-o0365ninj

SelectorlPublicKey : v=DKIM1l; k=rsa; p=
rm6K31+Xp9toQCsP6le
1L+ysZtFwDfsB6W1NLS

Selector2KeySize : 1024

Selector2CNAME : selector2-0365ninj

Selector2PublicKey : v=DKIM1l; k=rsa; p=
HOdTQHIFGAMKSKFxZM
ITzEyyLY9SgtvvXzijJ

SelectorBeforeRotateOnDate : selector2

SelectorAfterRotateOnDate : selectorl

Note: I f nothing i sNewdkimSigmngConfig-youodl | ne
DomainName <domain>Enabled $falsdirst. Office 365 should generate the
DKIM selector public keys automatically, however.



4. Highlight and copy thé&elector_ICNAMEV al ue. Web6r e going to
minute.

LN Select Windows PowerShell
PS C:\> Get-DkimSigningConfig 0365ninj

Domain : 0365ninja.com

SelectorlKeySize : 1024

SelectorlCNAME Jlselectorl-o365ninja

SelectorlPublicKey : v=DKIM1l; k=rsa; p=
rm6K31+Xp9toQCsP6le
1L+ysZtFwDfsB6W1NLS

Selector2KeySize : 1024

Selector2CNAME : selector2-0365ninj

Selector2PublicKey : v=DKIM1l; k=rsa; p=
HOdTQHIFGAMKSKFxZM
ITzEyyLY9SgtvvXzijJ

SelectorBeforeRotateOnDate : selector2

SelectorAfterRotateOnDate : selectorl




5. Log into your external DNSIn my case, this domain is hostedziDaddy


https://dcc.godaddy.com/

*—5] &=, Domain Manager X l_|_ \

< — O @ GoDaddy INC. [US] | ht

To see favorites here, select ¥= then %, and drag

GoDaddy  ::: Domain Manager

Domains v Buy & Sell = DNS ~ Settings

My Domains

Domains

aaronoffice365lab

.com
Renews on 1/8/2022

0365ninja.com
Renews on 3/11/2024




6.0nce youodre in the stpdddatecordWaedmegegotngy
selectCNAME as the type, and then use the values from the Get
DkimSigningConfig to populate it.



.I & <.—'f|‘ # Domain Manager X |+
< — O @ GoDaddy INC. [US] | ht

' To see favorites here, select 3= then ¥, and drag

‘ CNAME
CNAME
MX

NS

NS

SOA

SRV

SRV

XT



Host:selectorl. domainkey( s i nc e wa3@bmnirga.condNStzdne, |
dondét specify that part)
Points tovalue in SedctorLCNAME highlighted in Step 4.

7. Click Save.

8. Repeat Steps 4 and 6 fBelector2



9. You should now have resolvable CNAMEs $aiectorl. domainkey.<domain>
andselector2._domainkey.<domain>.



CAWINDOWS\system32\cmd.exe

C:\>nslookup -g=txt selectorl. domainkey.c
Server: cdns@l.comcast.net
Address: 2001:558:feed::1

Non-authoritative answer:
selectorl. domainkey.o365ninja.com Ci
selectorl-o365ninja-com. domainkey.o365nir

"v=DKIM1; k=rsa; p=MIGfMAGGCSqGSI!
99nM250DwikBO4veRT8+sdXsEnzeThORNEWYG5+07-
QAB-; 1l

C:\>nslookup -g=txt selector2. domainkey.c
Server: cdns@l.comcast.net
Address: 2001:558:feed::1

Non-authoritative answer:
selector2. domainkey.o365ninja.com Ci
selector2-o365ninja-com. _domainkey.o365nir

"v=DKIM1; k=rsa; p=MIGfMAGGCSqGSI!
M+587JgMugShB5Srfrrol5aSLw9Si+u@/do6HAsb6
QAB-; n

C:\>




10. From PowerShell, enable DKIM signing for your custdomain:
SetDkimSigningConfig -DomainName <domain>Enabled $true

LN Windows PowerShell

PS C:\> Set-DkimSigningConfig 0365ninj
PS C:\> Get-DkimSigningConfig

Enabled

o365ninja.mail.onmicrosoft.com False
0365ninja.com True
o365ninja.onmicrosoft.com True

PS C:\>

That dés it DKI'M is now configured for your cu

For more information on DKIM with Office 365, sékse DKIM to validate outbound email sent
from your custom domain in Office 365

For more information on how DKIM works, sB®emainKeys Identified Mail (DKIM)
Signaturesand RFC 6376

Domain-Based Messaging and Reporting Conformance
(DMARC)

The purpose of Domaibhased Messaging and Reporting Conformance, or DMARC, is to
provide another layer of authentication. Like SPF and DKIM, DMARC is a configuration that
protectsothersfrom sendergretending to be youlf we could get everyone in the world-on
board with doing this, it would go a long way towards reducing or elimigapoofed phishing
mail.

DMARC is really an extension of the two previously discussed mechanisms, Sender Policy
Framework (SPF) and DomainKeys Identified Mail (DKIM). It allows the owner of a domain to
configure a policy in their DNS records to specifyiethmechanism (DKIM, SPF or both) is


https://docs.microsoft.com/en-us/office365/SecurityCompliance/use-dkim-to-validate-outbound-email
https://docs.microsoft.com/en-us/office365/SecurityCompliance/use-dkim-to-validate-outbound-email
http://dkim.org/specs/rfc4871-dkimbase.html
http://dkim.org/specs/rfc4871-dkimbase.html
https://tools.ietf.org/html/rfc6376

used when sending email from that domain; how to check the From: field (P2 header) presented
to end users; how the receiver should deal with failures; and a way to deliver reporting on the
actions taken by those polisie

DMARC Structure

The DMARC specification is outlined REC 7489 Like SPF and DKIM, DMARC is
configured in DNS through the use of a TXT record.

A general DMARC record for fabrikam.com migbok something like this:

_dmarc.fabrikam.com 3600 IN TXT "v=DMARCZ1;p=reject;pct=100;
rua=mailto:d@rua.dmarcdomain.com; ruf=mailto:d@ruf.dmarcdomain.com;
fo=1;sp=quarantine;adkim=r;aspf=s"

A DMARC DNS policy record can have several tagsly three (version, aggregate reporting
URI, and policy) are requiredlhe rest (with the exception of the forensics options) have

defaults set that will be automatically appl:
Tag Description Example
v Protocol version. (REQUIRED) v=DMARC1

pct  Percentage of messages to be filteréd.  pct=50
unspecified, default is 100rhis applies
to messagethatfail DMARC only, and is
ignored if the p=tag is set tmne
(monitoring).

ruf Forensic Reporting URI. ruf=mailto:forensic@domain.com

rua  Aggregate Reporting URI. (REQUIRED). rua=mailto:aggregate@domain.com or
This is where aggregate XML data is sent. rua=https:aggregate.domain.com/dmar
Common URI endpoints are mailto: and
https:
p Policy for domain. (REQUIRED)This p=reject
applies to messages that fail DMARC.
Valid options arenone(monitoring mode,
used to gather insight into current email
flow), quarantine orreject

sp Policy for subdorains. By default, inherits sp=quarantine
settings configured in p= tag.
adkim Alignment mode for DKIM. Valid options  adkim=r
arestrict andrelaxed In relaxedmode,
authenticated DKIM signing domains (d=t
in DKIM policy) that share an organization
domainwi t h t he emai |l 0:¢
pass DMARC.In strict mode, an exact
match is required. If unspecified, default
setting isrelaxed


https://tools.ietf.org/html/rfc7489

aspf Alignment mode for SPFValid options are aspf=r
strict andrelaxed In relaxedmode,
authenticated SPF domairmat share an
organi zational doma
OFROMG6 domai n wi ktiict
mode an exact match is requirddl.
unspecified, default setting lislaxed

rf Reporting format for forensic reports. Valicrf=afrf
options arafrf or iodef If none is specified,
format is AFRF.

ri Reporting Interval. This is the number of ri=10600
seconds between aggregate reports. Defa
86,400 seconds.

fo Failure reporting options. Valid options arefo=1
(generate reports if both DKIM and SRH),
1 (generate reports if either DKIM or SPF
fails to produce a DMARC pass result), d
(generate a report if DKIM fails), or s
(generate a report if SPF fails). Default (if
unspecified) is O.

Resources

There are a number of free and plidservces to help organizations configure, manage, and
monitor DMARC.1 6 m going to |ist a couple here.

DMARCAnalyzer

This service allows organizations to create a DMARC record, as well as configure and view
reporting. With a free account, you can use tHeMARC record generator tool

DMARC Reporting Service Offering through Valimail

In June 2019, we announced a partnership with Valitoaffer free DMARC reporting services
for Office 365 customersHe r e 6 s  adowruof hovk to configure the service.

1.Go to Valimail 6s Mpse/govairail.com/miarosdftihtmg page:



https://app.dmarcanalyzer.com/dns/dmarc
https://www.microsoft.com/security/blog/2019/06/03/secure-cloud-free-dmarc-monitoring-office-365/
https://go.valimail.com/microsoft.html

2. Sign up.



N < Free Valimail Monitor fc X |

i O & | https://go.valimail.com/micr

To see favorites here, select = then %, and drag to t

VALINMIAIL

Free Valimail Mor
for Office 365



3. After a few minutes, you should receive a few emails in your specified inbo first
one has an fAAccept invitat Cliokomthatlinkn k t hat vy






